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INTRODUCTION

Live Backup can support secure communications between the server and client components over HTTPS.
This document provides instructions for configuring Live Backup to use HTTPS for data transport.

This document assumes a working knowledge of certificates, SSL, and HTTPS. Although it provides basic
instructions for adding and configuring certificates, it is not intended to be a comprehensive description of
the setup process or use of Microsoft certificates for security. For more detailed information, go to the
Microsoft Web site, or contact Microsoft support.

Before continuing, note that the transport performance between the Live Backup client and server
decreases when using HTTPS, because HTTPS leads to higher CPU usage on the client and server. Before
continuing with this procedure, carefully consider the impact of this performance degradation on your
environment.

The basic setup process includes the following steps:
1. Obtain a certificate for SSL communication
2. Configure SSL in Live Backup’s virtual Web sites in IIS using a certificate
3. Configure clients to trust the server certificate (optional)
4. Configure Live Backup Client to accept HTTPS communications
The remainder of this document describes the individual steps required to complete the process above.

NoTe  Mac Client Updates--both notifications and download--must be delivered over HTTP, not
HTTPS. To learn how to configure ports, see “Changing ports used for server/client communication”
in Appendix A of the Live Backup Installation and Setup Guide

OBTAIN A CERTIFICATE FOR SSL COMMUNICATION

To configure Live Backup to use SSL, you must first install a certificate on the Live Backup Server. Atempo
recommends that you use a certificate that is signed by one of the pre-installed Authorities in Microsoft
Windows, such as VeriSign. For more information on using an existing certificate and any cost associated
with it, contact the selected authorities (such as VeriSign).

How you obtain a certificate depends on which version of Microsoft Windows you are using: Windows
Server 2003 or Windows Server 2008.




OBTAIN A CERTIFICATE UNDER WINDOWS SERVER 2003

This section describes how to obtain, install and configure a certificate for SSL communication under
Windows Server 2003. The steps in this process include the following:

1. Generate a Certificate Request
2. Submit the Certificate Request

3. Issue the Certificate or obtain it from one of existing Authorities.

GENERATE A CERTIFICATE REQUEST

To begin, you must create a new certificate request, which can then be sent to a Certification Authority
for processing.

1.  Onthe Live Backup Server run IIS: Click Start, point to Programs, point to Administrative
tools, and then click Internet Services Manager.

2. Expand the Live Backup Server name, and then expand Web sites.
3. Right-click the Default Web site, and then click Properties.

4. Click the Directory Security tab.

Default Web Site Properties [ 7]
\Web Site | Performance | ISAPI Filkers I Hormne Directory
Documents Direckaty Security | HTTP Headers | Cuskaom Errors

r—Authentication and access contral

Enable anonymous access and edit the
w authentication methods for this resource, ¢

P

i~ IP address and domain name restrictions

@ Grant or deny access ko this resource using

IP addresses or Internet domain names,
Edit... |

[~ Secure communications
Require secure communications and 5 Certificat
enable client certificates when this Sl AP =TS =boo |
resource is accessed. i i
Wit Cerkificate, .. |
Edit. .. |

[o]'4 | Cancel | Apply | Help |

5. On the Directory Security page, under the Secure Communications group box, click the
Server Certificate button.




The Web Server Certificate Wizard appears.

Welcome to the Web Server Certificate Wizard. [ x|

Welcome to the Web Server
@ Certificate Wizard

This wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web Server.

“Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate \Wizard will help you to create a new
cetificate for thiz Web Server or attach to an
existing certificate.

To continue, click MNext.

< Back Cancel

6. Click Next.

7. On the Server Certificate page, click Create a New Certificate, and then click Next.

115 Certificate Wizard E

Server Certificate
These are the methods for assigning a certificate to aweb site.

Select the method pou want to use for thiz web site:

™ Assign an existing certificate
= Impaort a certificate from a Key Manager backup file.
= |mport a certificate from a pkx file

= Copy or Move a certificate fram a remate server site to this site.

< Back I Mest > I Canicel




8. On the Delayed or Immediate Request page, click Prepare the request now, but send it
later, and then click Next.

IIS Certificate Wizard
Delayed or Immediate Request

“You can prepare a request to be zent later, or you can zend one
immediately.

Do you want to prepare a certificate request to be zent later, or do pou want to send it
immediately to an online certification authority?

% Prepare the request now, but send it later

| Send the request immediately to aronline cerification authority

< Back I Mext » I Cancel |

9. On the Name and Security Settings page, type a descriptive name for the certificate in
the Name box; type a bit length for the key in the Bit length box, and then click Next.

115 Certificate Wizard
Mame and Security Settings
Your new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for you ta refer to and
remermber.

MName:
ILiveB ackup]

The bit length of the encryption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the security. However, a greater bit length may
decreaze perffarmance.

Bit length: |1 024 vl

[ Select crpptographic service provider [CSP) for this cerificate

< Back I Mest » I Cancel |

By default, the wizard uses the name of the current Web site as a default name. It is not used in
the certificate but acts as a friendly name to help administrators. Since Live Backup uses the
default Web site, you may want use the name “Live Backup” in the Name field.




10. On the Organization Information page, type an organization name in the Organization

11.

box and type an organizational unit in the Organizational unit box, and then click Next.

1IS Certificate Wizard E

Organization Information
Your certificate must include information about your organization that
distinguizhes it from other organizations.

Select or type pour organization's name and your organizational unit. This i twpically the
legal name of your organization and the name of your division or department.

Far further infarmation, conzult certification autharity's Web site.
Organization:
[Btoractv =

Organizational wnit:

ILiveBackup j

< Back I Mest » I Cancel |

This information will be placed in the certificate request, so make sure it is accurate. The CA will
verify this information and will place it in the certificate. A user browsing your Web site will want
to see this information in order to decide if they should accept the certificate.

On the Your Site’s Common Name page, in the Common name box, type a common
name for your site, and then click Next.
IIS Certificate Wizard

Your Site's Common Name
Your Web site's common name iz itz fully qualified domain name.

Type the common name for your site. If the server is on the Intermet, use a valid DNS
hame. If the server is on the intranet, you may prefer to uge the computer's MetBlOS
name.

If the common name changes, vou will need to obtain a new certificate.

LCommon name:

Ibservemamne]

< Back I Mest » I Cancel |

The common name is one of the most significant pieces of information that ends up in the
certificate. It is the DNS name of the Web site (that is, the name that users type in when
browsing your site).

For Live Backup, use the name of the Live Backup Server computer. For example, if the name of
your Live Backup Server is Ibserver, then type Ibserver into the Common name box. If you do not
use the correct name then SSL will not work.




Note that if the server has several DNS names, use only one that Live Backup clients use to access
the server. If you don’t, then the connection via https cannot be established because the URL in
the certificate will not match the real URL.

12. On the Geographical Information page, enter the appropriate information in the
Country/Region, State/province, and City/locality boxes, and then click Next.

IIS Certificate Wizard
G eographical Information
The certification authority requires the following geographical information,

LCountry/Region:

State/province:

IConnecticut j
Citpdlacality:
ISouthbury j

State/province and Citpdlocaliy must be complete. official names and may not contain
abbreviatiors.

< Back I Hest » I Cancel |

13. On the Certificate Request File Name page, type a file name for the certificate request
(by default, certreq.txt). Note the location of the file, as you will need it later. Click Next.

115 Certificate Wizard

Certificate Request File Name
“our cerbficate request iz zaved as a test file with the file name pou
specify,

Enter a file name for the certificate request.

Eile name:

< Back I Mext » I Cancel |

14. Check the information in the Summary page, and then click Finish to complete the
request.




SUBMIT THE CERTIFICATE REQUEST

Now that you have generated the certificate request, you must submit it for authorization.

It is recommended that you use one of pre-installed Authorities such as VeriSign. Send the request that is
generated on the previous step to them. You can also use your own Authority system, for example,
Microsoft Certificate Services. Note that if you use your own authority system you have to configure the

root certificate for this Authority as trusted on all client computes (see 3 “Configure clients to trust the
server certificate” for detail)

Use a text editor to open the Certificate Request generated in the previous procedure and copy the text
the clipboard.

1. Run Microsoft Certificate Services: Open Internet Explorer and go to

http://hostname/CertSrv, where hostname is the name of the Live Backup Server
computer.

43 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help | ’:’

Qback ~ & - [¥] 2] @ | ) search < Favorites o Media 42 | - B |L|nks >

Microsoft C

Welcome

Use this Web site to request a certificate for your Vel browser, e-mail client, or other program. By using a
certificate, you can werify your identity to people you communicate with over the Web | sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Wb site to download a certificate authonty (CA) certificate, certificate chain, ar
certificate revocation list (CRL), or to view the status of a pending reguest.

For more information about Certificate Services, see Cetificate Services Documentation.

Select a task:
Eequest a certificate
Wiew the status of 4 pending certificate request
Download a CA cerificate, cerificate chain, or CRL

|
@ B Y —

2. Click Request a certificate.




3.

4.

File Edit ‘iew Favorites Tools  Help

Qback ~ &3 - [ [ @ | ) search -7 Favorites @4 Media €“| - w B

Request a Cerificate

Select the cerificate type:
Wieb Browser Cedificate
E-Mail Protection Certificate

Cr, submit an advanced certificate request

= |
|&] pore l_l_’_ & Trusted sites 4
Click advanced certificate request.
osoft Certificate Service D50 plo _[O[x
File Edit Yiew Favorites | Tools Help | :f
Qback - &3 - [ [ @ | - Search - Favortes @8 Media {4| - B |Links »
Microsoft © m
Advanced Cerificate Request
The policy of the CA determines the types of cerificates you can request. Click one of the following options to;
Create and submit a request to this CA
Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewvial
request by using a base-64-encoded PKCS #7 file |
= |
[&) [ [ @ mrusted sites v

Click Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or
submit a renewal request by using a base-64-encoded PKCS #7 file.
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5.

6.

Wiew Favorites Tools  Help

QBack -~ &) - [ [ @@ ‘ - search ¢ Favorites o Media 42 | - B

Microsoft Ce

Submit a Cerificate Request or Renewal Request

box.

Saved Request:

|
Base-64-encoded
cerificate reguest
[CMC ar

PRCE #10 or

PKCS #7); -
K| _'l_I

Browse for a file to insert.

Additional Attributes:

Attributes -
L4 »
Submit = |

To submit a saved request to the CA, paste a base-64-encoded CMTZ or PKCS #10 certificate request or
FHZS #7 renewal request generated by an external source (such as a Veb server) inthe Saved Regquest

=
|&] Dore ’_ ’_ ’_ &) Trusted sites 4

In the Saved Request box, paste the contents of the certificate file that you copied to
the clipboard in step 1, and then click Submit.

Close Internet Explorer.
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ISSUE THE CERTIFICATE OR OBTAIN IT FROM ONE OF EXISTING AUTHORITIES.
You can now issue the certificate. If you just received it from one of Authorities, skip these steps and start
with Configure SSL in Live Backup’s virtual Web sites in 1IS, as described below

To complete this procedure, you need the Certification Authority tool in Windows. A shortcut should be
located in the Administrative Tools program group. If you do not see it here, you will need to install it
from your Windows CD.

TO INSTALL THE CERTIFICATION AUTHORITY TOOL:

1. On the Live Backup Server, click Start, point to Control Panel, and then click
Add/Remove Programs.

2. Inthe Add/Remove Programs window, click Add/Remove Windows Components.

3. Inthe Windows Components Wizard, select Certificate Services, and then complete the
wizard to install. You will need your Windows Server CD.

TO ISSUE THE CERTIFICATE:

1. On Live Backup Server, run the Certification Authority tool: Click Start, point to
Programs, point to Administrative Tools, and then click Certification Authority.

2. Expand your certificate authority, and then click Pending Requests.

3. Right-click the certificate request you just submitted, and then click Issue.

4. Inthe console tree, click Issued Certificates. The certificate should appear here.
5. Double-click the certificate.

6. In Certificate Properties, click the Details tab.

7. On the Details page, click Copy to File, and save the certificate as a Base-64 encoded
X.509 certificate.

8. Close Certificate Properties, and then close the Certification Authority Tool.

CONFIGURE SSL IN LiveE BACKUP’S VIRTUAL WEB SITES IN |IS

To configure Live Backup to communicate using SSL, you must install the certificate on the Live Backup
Web server. You can do this under the Default Web site in 1IS. Once you install the certificate, Live
Backup’s virtual Web sites (LBClient and WLB) will also use these settings.

1. RunlIS.
2. Expand the servername, and then expand Web sites.
3. Right-click Default Web site, and then click Properties.

4. On the Properties dialog box, click the Directory Security tab.
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5. Onthe Directory Security page, click the Server Certificate button.

6. Inthe Welcome page of the Web Server Certificate Wizard, click Next.

7. Click Process the pending request and install the certificate, and then click Next

8. Locate and select the .cer file you exported in the previous procedure.

9. Leave SSL port at 443, and then complete the wizard.

10. ExitlIS.

Note To ensure that Live Backup can continue to service both HTTP and HTTPS requests,
you need to make sure that the Require secure channel (SSL) option is cleared under
Directory Security\Secure Communications (Edit) for both the LBClient and the WLB Web

sites. If this option is selected, then you must configure all of your Live Backup Clients to use
|| HTTPS.

OBTAIN A CERTIFICATE UNDER WINDOWS SERVER 2008

The following section describes how to
e Create the certificate request
e Install under 1S 7 on Windows Server 2008

CREATE THE CERTIFICATE SIGNING REQUEST

The first step in ordering an SSL certificate is generating a Certificate Signing Request.

1. Click Start, go to Administrative Tools, and then click Internet Information Services (lIS)
Manager.

2. In the Connections column, click the name of the server. Then in the center pane, double-click
Server Certificates.
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"k Internet Information Services (II5) Manager (=] 3]

@@ |93 v wINPABODPHVEW3 »

EEEICE

Fle View Help

S = HIESH 1)

é;! WIN-PABODPHVEW3 Home

€5 Start Page

935 WIN-PABODPHVEW3 (WIN-PAB(

Group by: Area

2 9 o

Authentication Compression Default
Dacument

b4

Directory Error Pages Handler

Browsing Mappings
g
HTTP Logging MIME Types
Respo...
in o
I >
Modules Qutput
Caching

Open Feature
Manage Server
Restart

Start

Stop

View Application Pools
View Sites

@ rep

Online Help

L I+

Ready

= Features view || - Content View

&

In the Actions column on the right, click Create Certificate Request...

“E Internet Information Services (IIS) Manager ] 23]

@@ [‘3 b WINFABODPHVEWS »

& = 1@ -

Ele View Help

Q"ii, Server Certificates

Import...
Use this feature to request and manage certificates Create Certficate Request...
that the Web server can use with Web sites configured Complets Certificate R e
for 55L. Mmibaieieti ST
N |1 To Create Domain Certificate...
Create Self Signed Certificate....
@ rep
Online Help
T i

€-iHl7 e
W Start Page
Application Pools
@ Sites
< | »
Ready

= |Features View |\ 2 Content View

&
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The Request Certificate Wizard appears.

Reguest Certificate

el

Distinguished Name Properties

2=l

Spedfy the required information for the certificate. Statefprovice and Cityflocality must be specified as
offidal names and they cannot contain abbreviations.

Comman name:
Organization:
Organizational unit:
City flocality

State fprovince:
Countryregion:

Icompany.com

I(:ornpamr MNarne

IDept

I.Your Town

ICaIif'ornia

|u5 |

Brevious I MNext I

Eimish | Cancel |

On the Distinguished Name Properties page, enter domain and company information.

NAME

Common Name

Organization

Organizational
Unit

City/Locality

State/province

Country/Region

Click Next.

EXPLANATION

The fully qualified domain name (FQDN) of your server.
This must match exactly what you type in your web
browser.

The legal name of your organization. This should not be
abbreviated and should include suffixes such as Inc,
Corp, or LLC.

The division of your organization handling the certificate.

The city where your organization is located.

The state/region where your organization is located. This
shouldn't be abbreviated.

The two-letter ISO code for the country where your
organization is location.

EXAMPLES

*.company.com

Company Inc.

Information
Technology

New York

California

us
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TheCryptographic Service Provider Properties page appears.

Request Certificate

L

Cryptographic Service Provider Properties

2=

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength. The greater the bit length, the stronger the security.
However, a greater bit length may decrease performance.

Cryptographic service provider:

IMiu’osof‘t RSA SChannel Cryptographic Provider j
Bit length:
4098 ~

Previous | Next I Einish I Cancel

Leave the default Cryptographic Service Provider. Increase the Bit length if desired. Higher is

more secure but slower. Click Next.

The File Name page appears.

Request Certificate 21 x|
|
i_ L File Name

@— |
Specify the file name for the certificate request. This information can be sent to a certification
authority for signing.
Specify a file name for the certificate request:
IC: Weers\Administrator \Desktopgoogle. com csr. txt D

Previous | IExt | Finish I Cancel |

Beside Specify a file name for the certificate request, click the ellipses button . .
a location and filename where you want to save the CSR file. Click Finish.

., and then type
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Once you have generated a CSR you can use it to order the certificate from a certificate

authority. Once you complete the ordering process, during which you will paste the contents of
the CSR text file, and your order is validated, you will receive the SSL certificate file.

INSTALL THE CERTIFICATE

To install your newly acquired SSL certificate in IIS 7, first copy the file somewhere on the server and then
follow these instructions:

1. Click the Start menu, go to Administrative Tools, and then click Internet Information Services
(11S) Manager.
2. Inthe Connections column, click the name of the server. Double-click Server Certificates.
1ol
@:’ [eﬁ » WIN-PABODPHVEW3 » }ta L@ -
Eile View Help
. [Actons
@ L7 18 QQ! WIN-PABODPHVEW3 Home p—
-5 Start Page =
-‘5 e Pt Uy T Groupby: Area - - ) Manage Server
il 2‘ ;I « Restart
n LV P Start
§ /]
Authentication Compression  Default ® stop
Document View Application Pools
. ,!!9 View Sites.
=) 63_5 @ rep
Directory ~ Error Pages Handler y
Browsing Mappings Online Help
€ B
HTTP Logging MIME Types
Respo...
[ i
M o
Modules Output
Caching
- =l
q I J .\'-E_Ccnbent\naw
pE—_— 9.
3.

In the Actions column on the right, click Complete Certificate Request...
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& Internet Information Services (IIS) Manager o [=] 53}
@ ] [ €2 b WIN-PABODPHVEWS # J 2] @ -
Eile View Help
= @ Server Certificates
-l |8 7 Import...
-'d¥ Start Page
5 VT PABODPHVENS (Wi PAG] | Use ths esture to request and manage certiicates Create Certificate Request...
| i that the Wieb server can Use with Veb sites configured Gomplete Corificate Reauestn
#+[2} Application Pools for S5L.
18] Sites Name ~ | 1ssued To Create Domain Certificate...
Create Self-Signed Certificate...
@ Help
Online Help
T i
q I » = Features view « = Content View
Ready L=

The Complete Certificate Authority Response Wizard appears.

‘Complete Certificate Request 2=

i I Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate
autharity's response.

File name containing the certification authority's response:

IC: Wsers\Administrator\Desktop\google. com.cer

Friendly name:

Iﬁrst google.com certificate

Cancel_|

On the Specify Certificate Authority Response page, click the ellipses button . .., and then select
the server certificate that you received from the certificate authority. If the certificate doesn't
have a .cer file extension, view all types. You may use any name you want, but make sure to keep
the cer extension. Click OK.

If successful, you will see your newly installed certificate in the list. If you receive an error stating
that the request or private key cannot be found, make sure you are using the correct certificate
and that you are installing it to the same server on which you generated the CSR. If you are sure
of those two things, you may just need to create a new Certificate Request and reissue/replace
the certificate. If you have any problems, contact your certificate authority.
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“E Internet Information Services (IIS) Manager ] 23]
@_@ [‘j b WIN-PABODPHVEWS ¥ J “ @ -
Eile View Help

TR qé! Server Certificates

-5 Start Page

Import...

=83 WIN-PABODPHVGWS (WIN-PAB
,;'3 Application Pacls
[ 8] Sites

Use this feature to request and manage certificates

that the Web server can use with Web sites configured

for S5L.

Name =
first google. com certificate

x Remave

@ Hep

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...
Create Self-Signed Certificate...

View...
Export...

Online Help

] I |
l | b [FTresuresven |1 Conentiew
Ready qi:i

BIND THE CERTIFICATE TO A WEBSITE

1. In the Connections column, expand the Sites folder, and then click the web site to which you
want to bind the certificate.
2. Inthe Actions column on the right, under Edit Site, click Bindings.
~loi]
@ @ | @ » WINPABODPHVEWS » Sites b DefaultWebSite b |k < @~
File Wiew Help
@ 1|2 |8 0 Default Web Site Home B o =
&5 Stert Page Edit Permissions...
| WIN-PABODPHVEW/ (WIN-PAB( Group by: Area T laa”
: J Application Pools s = Edit Site
B8] Sites _ ) Bindings. ...
: ="
Authentication Compression DefaL_.llt View Applications
Decument View Virtual Directories
@ :amgew:ehste (Al
Directory Error Pages Handler ¥ Rescrk
Browsing Mappings P start
B stop
i =T
:% JTL Browse Web Site
HTTP Logging MIME Types Browse =80 (htp)
Respo...
- Advanced Settings...
éﬂ ?"3& % o Configure
Modules Qutput S5L Settings ﬂ Limits. ..
Tarhinn —
@ hep —
« | [EJreatures vew | T content view Online Help .
Ready qi:i

The Site Bindings dialog box appears.
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3.

4.

5.

21 x|
— IF 0
Type | Host Mame | Port | IP Address | Bind Add... |
http &0 * E 4
Edit... |
Hemove |
4| | o Browse
Close |
Click Add.

The Add Site Binding dialog box appears.

21
Type: " 'IP address: Port:
lhth:us j .I.ﬁ.ll Unassigned j |443
_ucust name: :
550 certificate:

lmycnmpany.cnm

[ o |

g
j; View... |

Cancel

From the Type list, select https. Then From the SSL certificate list, select the SSL certificate that

you just installed. Click OK.

You will now see the binding for port 443 listed. Click Close.

Site Bindings

| Host Mame | Port | IP Address

| Bind

2=

Add...

l Edit... |
. Remove |
_bl Browse |

Close |
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CONFIGURE CLIENTS TO TRUST THE SERVER CERTIFICATE

If the certificate used on the server is signed by one of preinstalled trusted Authorities, you don’t need to
complete these steps. If not, you must configure the Live Backup Client to trust the server certificate.
When Live Backup Client attempts to connect to Live Backup Server, the connection will be authenticated
using the certificate. If the certificate is not trusted, then the connection will fail.

To configure the client to trust the certificate, you must add the certificate to the Trusted Root
Certification Authority for the Current User. Local System Account, and all users that can use Live Backup
Client and the Local Computer in the Certificates snap-in on the client computer.

ADD THE CERTIFICATES SNAP-IN FOR CURRENT USER AND LocAL COMPUTER

1. On the Live Backup Client, run Microsoft Management Console: Click Start, and then
click Run. Type mmc, and then click OK.

2. From the File menu, click Add/Remove Snap-in.
3. Inthe Add/Remove Snap-in dialog box, click Add.

4. Inthe Add Standalone Snap-in dialog box, click Certificates, and then click Add.

Awallable Standalone Snap-ing:
Shiap-it Vendor -

ﬂ.NET Framessork. 1.0 Configuration ... Microzoft Corporation
5& .MET Framework 1.7 Configuration Microzoft Corporation

gﬁlf-‘«ctivex Cotitral Microzaft Corparation

& | Certificates Micrazoft Corparation

@ Carmponent Services Microzaft Corparation

Q Computer Management Microsoft Corporation

Device Manager Microsoft Corporation

ﬁ% Digk Defragmenter Microzoft Corp, Executi...

% Dizk Management Microzaft and VERITAS. ..
Event Viewer Microzoft Corporation “

Dezcription
The Certificates snap-in allows pou to browsze the contents of the
certificate stores for pourself, a service, or & computer,
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5.

6.

In the Certificates Snap-in Wizard, click My user account, and then click Finish.

X

Certificates snap-in

Thiz gnap-in will alwaps manage certificates for:

@ by i
(7 Sevice account

(7 Computer account

[ Finigh l [ Cancel

Repeat steps 4 and 5, but select Computer account instead of My user account.

Certificates snap-in

This shap-in will alway: manage certificates for:

() My user accaunt

() Service account

Mest » l[ Cancel

3

7. Inthe Add Standalone Snap-ins dialog box, click Close.
8. Inthe Add/Remove Snap-in dialog box, click OK.

9. Do not close the Certificates snap-in.
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ADD THE CERTIFICATES SNAP-IN FOR THE LOCAL SYSTEM ACCOUNT

1.

If  you don’t have it already, download cmdasuser.exe from
ftp://ftp.atempo.com/private/LiveBackup/cmdasuser.exe.

Run cmdasuser.exe: Click Start, and then click then Run. In the Run dialog box, type the
path where you downloaded the tool, followed by CMDASUSER.EXE localsystem

The command prompt window appears running under the local system account.

In the window that appears, type mmc. MMC console will start under the Local System
account.

Repeat the procedure, Add the Certificates snap-in for Current User and Local Computer
on page 21.

CONFIGURE THE CURRENT USER TO TRUST THE CERTIFICATE

1.

2.

3.

Expand Certificates—Current User, and then click Trusted Root Certification
Authorities.

Right-click Certificates, point to All Tasks, and then click Import.

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lisks, and certificate revocation lisks From vour disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and conkains information
used ko protect data or to establish secure network
conneckions, & certificate store is the system area where
certificates are kept.

To continue, click Mext,

[ Mext > |l Cancel

On the Welcome page of the Certificate Import Wizard, click Next.
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)

Certificate Import Wizard

File to Import
Specify the file wou want to import.

File name;

Viaracerserver\c\Documents and Settings!amyiLBSSL Certifcate. o | | Erowse. ..

Mote: More than one certificate can be stored in a single file in the following Formats:
Personal Information Exchange- PECS #12 [ PFX, .P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates [ .P7E)

Microsoft Serialized Certificate Store (.55T)

[ < Back ][ Mext = ][ Cancel ]

On the File to Import page, click Browse, and select the location of the *.cer file you
saved earlier. Click Next.

Certificate Import Wizard &l

Certificate Store
Certificate stares are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or you can specify a location For

() Automatically select the certificate store based on the bype of certificate

(®)Place all certificates in the Following store!

Certificate store:

| Trusted Root Certification Autharities | [ Browse, ..

[ < Back ” Pzt = ]l Cancel ]

On the Certificate Store page, select Place all Certificates in the following store, and then choose

Trusted Root Certification Authorities. Click Next.
Click Finish.
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CONFIGURE THE LocAL COMPUTER TO TRUST THE CERTIFICATE
Repeat the same steps for the Local Computer Certificates....

1. Expand Certificates—Local Computer, and then click Trusted Root Certification
Authorities.

2. Right-click Certificates, point to All Tasks, and then click Import.
3. Onthe Welcome page of the Certificate Import Wizard, click Next.

4. On the File to Import page, click Browse, and select the location of the *.cer file you
saved earlier. Click Next.

5. On the Certificate Store page, select Place all Certificates in the following store, and
then choose Trusted Root Certification Authorities. Click Next.

7.  Click Finish.
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CONFIGURE LIVE BACKUP CLIENT TO COMMUNICATE OVER HTTPS

The final step in this process is to configure the Live Backup Client software to use HTTPS. To configure
Live Backup Client, you must modify the Windows Registry.

WARNING

If you use Registry Editor incorrectly, you may cause serious problems that may require you
to reinstall your operating system. Atempo cannot guarantee that you can solve problems
that result from using Registry Editor incorrectly. Use Registry Editor at your own risk.

1.

On the Live Backup Client, stop all Live Backup Services and close all Live Backup
applications, such as the Control Center, Recovery Wizard, etc.

Run the Windows Registry Editor: Click Start, and then click Run. Type regedit, and
then click OK.

Navigate to the following key: HKLM\SOFTWARE\Atempo\LiveBackup

Edit the value ControlUrl (case sensitive) and replace "HTTP" with HTTPS", and
replace the port assignment “80” with “443”. If the key does not exist, then create it
with the value as in the example,
https://servername:443/wlb/default.asp?server=(local)

Edit the value of 11Server to include the port 443,
For example, Live Backup_servername:443

Edit the value of ServerName to include the port 443,
For example, Live Backup_servername:443

If the client computer is running Internet Explorer 7.0, you must also add the following
registry key:

HKEY_USERS\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Internet Settings

10.

Key type: DWORD
Key name: CertificateRevocation
Key value: 0O

Exit Registry Editor.
Reboot the Live Backup Client computer.

Upon reboot the client should connect to Live Backup Server via SSL. You can check this
connection in the Network page of the Control Panel.

If the client fails to connect, contact Atempo Technical Support. Atempo Support hours are 6:00
AM to 6:00 PM PST Monday through Friday (except major U.S. holidays) via
livesupport@Atempo.com or (310) 302-7285. Outside of North America, please contact your
distributor or Atempo directly at intllivesupport@atempo.com.
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